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Introduction to MUSAC Ltd’s Identity Data Export

Background

Management of identity information within schools is becoming increasingly complex as the range
of services provided by IT systems grows, and key applications move into hosted environments.
Identifying a standard set of information to be sourced from Student Manager for the purpose of
network directory provisioning, forms initial work programmed towards addressing the needs of
the wider 1AM (ldentity and Access Management) environment, recognising the need for
Interoperability with existing and future WAN based SAML 2 compliant Identity Providers (1dPs).

Implementation

MUSAC Ltd’s Interoperability Control Centre incorporating Identity and Access Management
functionality was designed to support the electronic exchange of ‘group’ data between Student
Manager and network directories in New Zealand schools.

The data transferred meets the data network directory requirements to set up and maintain user

accounts; and additional user attribute data to be stored in the network directory for the use of
Identity and Access Management (IAM) systems being developed.

© MUSAC Ltd 2014 Page 2 of 17



Copyright Notice

Copyright © 2014 MUSAC Limited
The User Guide

All rights reserved. No part of this work may be reproduced in any form or by any means —
graphic, electronic, or mechanical, including photocopying, recording, taping, or information
storage and retrieval systems - without the prior permission of MUSAC Ltd.

Products referred to in this document may be either trademarks and/or registered trademarks of
the respective owners.

While every precaution has been taken in the preparation of this document, MUSAC Ltd assumes
no responsibility for errors or omissions, or for damages resulting from the use of information
contained in this document or from the use of programs and source that may accompany it. In no
event shall MUSAC Ltd be liable for any loss of profit or any other commercial damage caused or
alleged to have been caused directly or indirectly by this document.

Edited by MUSAC Ltd, September 2014

See Licence Agreement & Warranty at the end of this document following MUSAC Support and
Agent Contact Details.
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1 MUSAC Interoperability Control Centre Utility

Overview of the MUSAC Ltd Interoperability Control Centre Utility

This MUSAC Utility will:

Allow the MUSAC Administrator to export directory identity data via a CSV file.
Facilitate the identity data which require uploading to an SMS-1AM upload folder using the
data already held in Student Manager and Staff Manager, for all users who use IT
resources, including students, all staff, caregivers and senior management team.
Allow the MUSAC Administrator to select which user group/s to include.

Restrict access (password is required) to the SMS-1AM upload folder to the network IT
Administrator (with those rights).

Note: The ID Export functionality is only available to those with IT Administrator access.

1.1 Working in the MUSAC Interoperability Control Centre
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1 From CMAdmin > Other Utilities > ‘ID Export for PaCT or Active Directory’, the Utility
navigates using the buttons on the side-bar on the left of the screen. The selected button
will then open the relevant tab to the right.

2 Click ‘IDE Export’ in the navigation panel on the left to check the path of your SMS-1AM

upload folder.

1.1.1 Selection of SMS-1AM Folder

Click ‘IDE Export’ and on the IDE Export Folder, select the SMS-1AM Upload folder location. It is
important that the location of the folder is set to the correct path here.

OF Engent T Pt

1.1.2 Student Selection Mode

To designate how your student groups are listed in the Select Main Groupings display, select from
the drop-down. If ‘Year’ is nominated, ‘All Student Groups’ are listed by Year.

Student Selection Mode
Form -

Fleaze note that you can expart students in one made at a time. Changing these settings will averwrite your previous seftings.

Select Main Groupings

a Al Student Groups - . Al Teaching Staff Groups 4 All General Staff Groups Additional Groups:
1BK Religver Admiristration
1CO Teacher
1NE Teacher Aide
55
2Ll
2
25
e

Ihclude Caregivers

Only one selection in the ‘Student Selection Mode’ can be used at a time for each export. If a
change of selection is made, this will overwrite the previous selection for the export. Alternative
options for Student Groups are by Form, or by House.

1.1.3 Select Main Groupings
All Student Groups

Check the first box for multi-selecting all Student Groups, or check individual Student Groups
for export.
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All Teacher Groups

To filter teaching staff for export check required boxes.

All General Staff Groups

Check desired Staff Groups from all non-teaching staff for export.

Additional Groups

1 To export caregivers the Include Caregivers box needs to be checked.

2 Note when selecting caregivers, only those caregivers that are connected to the student
with a valid NSN number will be exported.
3 If only caregivers are selected all the qualifying caregivers will be exported.

Once you have selected your groups click ‘Export’.

1.1.4 Viewing the Results

IDE Export

IDE Export
Configuration

Exit

L]

'j‘, MUSAC Interoperability Control Centre version 0.0.9.249

IDE Export

| IDE Export Home Page | IDE Export Results Page

00

Identity Export run on 25/02/2011 11:09:52 a.m.

=z Users Selaction ===

Students selected = True
Teachers selected = True
Non Teachers selected = False
Parents selected = True

=== End Of Users Selection ===

IDE Uploaded initialised

Added 21 students

Added 23 teachers

Added 42 caregivers

Succesfully retrieved data from database

ParentCaregiver |D; 34 Name: Rose ROSENBAUM contains emors:
Mo valid NSN link to a student

ParertCaregiver |D: 35 Name: Timathy ROSENBAUM contains erors
No valid NSN link to a student

ParertCaregiver ID 41 Rachal TOPOLOA:
Email Address |.g rush@massey acnz dropped as duplicated in role

=z=zez= End Wamings ==z=zaza=

Student:
Dropped: 0
Written: 21

Teaching Staff
Dropped: 0
Written: 23

ParentCaregiver;
Dropped: 2
Writen: 40

File written to: WALMS 10.2 1NCMAELMUNDENSMSIAM csv
Processing Complete

m

Help | ! Export

CM database located in: WALMS 10.2.11\CM

1 When the export is completed the log file will automatically display.
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2 Click ‘View Output’ to see the content of the Output File which will open in Notepad (see
1.2 below for further detail).

1.1.5 Required Core ldentity Data

The complete identity data required to effect data export is:

Person ID

First Attendance date is mandatory for students

First Name

Last Name

Role

Student

Teaching Staff

Non-Teaching Staff

Caregiver/Parent (the associated Student’s NSN must be included)

O O O O

1.2 The Interoperability Control Centre IDE Log File

1 To access the log file browse to your ..\CM\ELMU\Logs folder.
2 The file displays the date, time, group selections (with the ID and name/s of identities with
data validation issues) and a results summary of the export logged.

B IDEExport.log - Notepad

File Edit Format View Help

=== Users Selection ===

. |Students selected = True

. |Teachers selected = True
. |Non Teachers selected = True
. |Parents selected = True

. |=== End Of Users selection ===

. |IDE Uploaded initialised

. |Aadded &06 students

. |Added 1 teachers

. |Added 1 staff

. |Added 1121 caregivers

. |succestully retrieved data from database

. |Parentcaregiver ID: 2 Name: contains errors:
wo walid NS T : to a student
. |Parentcaregiver ID: ¢ ¥ Name: contains earrors:

Y
iZaSSaS93939333333333333

wo wvalid NSN Tink to a student

The log file is divided into six sections:

e User selection showing the selections used in this export.

e Diagnostic information showing the number of identities loaded, although some may not
qualify for output.

Identities with errors — these identities will not be written to the output file.

Identities with incorrect information in one or more fields. These identities will be written
to the output file, but the invalid fields will be omitted.

e A Summary which lists the number of records dropped (omitted) and the number written
(output to the file) for the whole export.
The path of the SMSIAM.csv output file.
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2 Server settings: MUSAC Interoperability Control
Centre Utility

2.1 Scheduling of Task

1 To set the exports to occur automatically click the ‘Schedule’ tab in the left pane.
2 Select either IDE or LMS export to change its schedule.

Schedule

Schedule

IDE Export

Configuration

Exit

Ready...

, MUSAC Interoperability Control Centre version 0.0.9.243 = = 3

Configuration | Schedule [=] =

Select Schedule: ' IDE (ldentity Data Export) [ LMS (Learning Management System)

Save | | Close

CM database located in: DAIDE Min LMS data\CM
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The following screen shows settings which have been changed.

Schedule

sasssnans

Schedule

1D Export

Configuration

Exit

. MUSAC Interoperability Control Centre wersion 12.0.8.345

10 Expoark

Schedule

Select Schedule:
IDE Date Range

) During the Academic ‘v'ear (@) During Terms

School Term Dates

Term 1 28/01/2013 ~ 7o 18/04/2013

Term 3 28007213« To 27/09/2013

IDE Dayz and Time
[¢]Man  [¥]Tue  [v]wed

IZ‘ Saturday IZ‘ Sunday

[e]Thu  [w]Fri

windows Scheduler

Run as Account Mame adminiztratar

@ |DE (Identity Data Export)

) During School Open Days

hd Term 2

- Terr 4

Password

L3 (Learning hanagement Systerm)

E/05/2013 * Ta

1410/2013 = To

) Disabled

Time of Day:

12072013

20120203

2:00 am. @

[+ %

Save

Close

Installation folder path

To change the location of the MUSAC Interoperability Control Centre folder shown in the field,
click the folder button.

"

Days of the year the upload will run
To alter term dates click the arrow and select from calendar. By default the exports are
scheduled to run during term time.

Days of the week
To set a particular day if desired for export, or to exclude weekends and holidays, edit these

settings.

Select the Time of Day

To alter the export Time of Day (defaults to 2.00 am) in considering other data-intensive
settings, eg. creation of rolls in Attendance software.

User Name and Password

If you change any of the existing settings you will be prompted for the password. The user
names and password relates to the Windows account user name and password.

© MUSAC Ltd 2014
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Schedule preference tabs
If you plan to schedule both Identity Data Export (IDE) and Learning Management System

(LMS):

1 MUSAC advises scheduling the ‘Identity Data Export (IDE)’ export first.

2 Please leave a five minute time slot for this to complete before running the ‘Learning
Management System (LMS)’ upload as the ‘ldentity Data Export (IDE)’ export completes
much faster than the ‘Learning Management System (LMS)’.

Click ‘Save’ and ‘Close’.
Then ‘Exit’ the application.
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MUSAC Ltd Support and Agent Contact Details

MUSAC Ltd Nationwide
Telephone: (06) 350 9254 Email: support@musac.co.nz
Fax: 0800 500 159 Web: musac.co.nz
Software Support (software errors) Tel: 0800 600 159
Postal: MUSAC Ltd PN912, Private Bag 11 222, Manawatu Mail Centre,
Palmerston North 4442
Delivery: Room T1:21, Te Ara, Centennial Drive, Palmerston North 4410
Product Specialists Sales and Training North Island
Email: training@musac.co.nz Web: musac.co.nz
Phone: 0800 600 159 option 2

Postal and Delivery — see MUSAC as above

Solutions & Services Sales and Training, Financial Manager Support South Island
Telephone: (03) 331 6210 Email:admin@solutionsandservices.co.nz
Fax: (03) 331 6217 Web: solutionsandservices.co.nz

Financial and Asset Manager Support - nationwide

fmsupport@solutionsandservices.co.nz

Tel: (03) 331 6213 Fax: (03) 331 6217
Postal: PO Box 33357, Barrington Mall, Christchurch 8244
Delivery: 99 Rose Street, Somerfield, Christchurch
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Licence Agreement & Warranty

MUSAC Limited Software Licensing Agreement

PARTIES

1 MUSAC Limited (hereafter “MUSAC Ltd”) (“the Licensor™)

2 You (“the Licensee™)

BACKGROUND

A The Licensor is the exclusive owner of the Software.

B The Licensor has agreed to grant a license to the Licensee to use the Software upon the

terms and conditions contained in this Agreement and any schedules attached.

IT IS AGREED:

1 DEFINITIONS

In this agreement unless the context otherwise requires:
“CPU” means the central processing unit for the System.
“Beta Software” means the edition of the Software available for a period of time prior to
full release.
“Enhancement” means upgraded, improved or modified versions of the Software and
“Enhanced” has the same meaning.
“Institution” means the single school, organisation or entity which will receive the
exclusive benefit of the Software licensed by this agreement and the definition specifically
excludes organisations.
“License Fee” means the fee advised by the Licensor to the Licensee as being applicable to
this License.
“Support Services” means web, email, fax or telephone based support provided by the
Licensor in relation to the Software.
“the Software” means the MUSAC Ltd Software being Student Manager, ClassRoom
Manager, Absences for Windows, Financial Manager, Library Manager and any other
products developed and/or released by MUSAC Ltd.
“the System” means the computer hardware, including the CPU, used to execute the
Software.
“use” means utilisation of the Software by copying or transmitting the Software into the
System for the processing of the System instructions or statements contained in such
Software and copying the Software which is in machine readable form in whole or in part,
in printed or machine-readable form for use by the Licensee on the designated System for
the limited purpose only of understanding the contents of such machine readable material
and for backup on condition that no more than one copy of each item of the Software will
be in existence under any license to the Licensee at any one time without the prior written
consent of the Licensor, except where such copies are used for the sole purpose of
conducting the operational requirements of the Licensee’s Institution.

2 INTERPRETATION
In this Agreement unless the context otherwise requires:
a a reference to a person includes any other entity or association recognised by law
and vice versa;
b words include singular and plural numbers;
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words referring to one gender include every other gender;

any reference to any of the parties by their defined terms includes that party's
executors, administrators or permitted assigns or both, or being an incorporated
company, its successors or permitted assigns or both;

every agreement or undertaking expressed or implied by which more persons than
one agree or undertake any obligation and derive any benefit under this
agreement binds and is for the benefit of such persons jointly and severally;
clause headings are for reference purposes only;

where any word or phrase is given a defined meaning in this agreement, any other
part or speech or other grammatical form in respect of such word or phrase has a
corresponding meaning;

a reference to a statute includes all regulations under and amendments to that
statute and any statute passed in substitution for that statute or incorporating any
of its provisions to the extent that they are incorporated;

no benefits under the Contracts (Privity) Act 1982 are intended by the parties to
be created under this agreement;

the calculations of all periods of time or notice exclude the day on which the period
or the notice is given and the day on which the period or notice expires;

"business day" means a day on which registered trading banks in New Zealand are
open for business.

3 LICENCE

3.1

3.2

The Licensee acknowledges that the Licensor is the exclusive owner of the
Software. Upon acceptance by the Licensee of this agreement the Licensor grants
and the Licensee accepts a non-exclusive New Zealand license to use the Software
in accordance with the Terms and Conditions of this agreement.

Subject to the rights of termination contained in this agreement, the term of the
license is for one (1) year beginning in January from payment of the License

Fee. The License Fee will be pro-rated for Institutions purchasing the License after
February in any one year. Upon expiration of the term, a further License Fee must
be paid or all Software including any Enhancement must be removed from all
systems to which the License applies.

4 LICENCE FEE

4.1

The Licensee agrees to pay the License Fee prior to the installation of the
Software.

5 LICENSEE'S UNDERTAKINGS

51
a

© MUSAC Ltd 2014

The Licensee undertakes with the Licensor:

Not to copy (other than for normal System operation and permitted use of the
Software), reproduce, sell, rent, lease, translate, distribute, adapt, vary or modify
the Software nor to communicate the Software to any third party without the
Licensor's prior written consent.

To notify the Licensor and pay a further License Fee should the Software be
required for an additional Institution.

To maintain accurate and up to date records of the number and location of all
copies of the Software.

To supervise and control use of the Software in accordance with the terms of the
license.
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5.2

To reproduce and include the copyright notice of the Licensor on all or any copies,
whether in whole or in part, in any form, including partial copies or modifications of
the Software.

Not to provide or otherwise make available the Software in whole or in part
(including but not limited to program listings, object and source program listings,
object code or source code), in any form to any person other than to the
Licensee's employees engaged in the operation of the System, in respect of which
employees the Licensee undertakes to procure the signature by such employees of
appropriate confidentiality undertakings in a form approved by the Licensor.

The Licensee undertakes with the Licensor that the Licensee will not permit any
unauthorised third person to examine, repair or in any way alter the Software
without the prior written consent of the Licensor. The Licensee further undertakes
for the Licensor that the Licensee will be fully responsible for all Licensor's costs of
rectifying the Software should any such unauthorised action take place.

The Licensee undertakes with the Licensor that the Licensee will not use any
Software tools to disassemble, examine, patch or in any way alter the Software
without the prior written consent of the Licensor. The Licensee further undertakes
for the Licensor that the Licensee will be fully responsible for all Licensor's costs of
rectifying the Software should any such unauthorised action take place.

Notwithstanding 5.1a above, the Licensor will permit copies of the Software
product to be installed on multiple systems within the Licensee’s Institution
provided that the Software is exclusively used by one Institution.

6 LICENSOR'S UNDERTAKINGS
Upon payment of the License Fee the Licensor undertakes to:

6.1
6.2

Make available information and costs of Enhancements to the Software.
Provide Support Services to the Licensee in respect of the Software during normal
business hours.

7 LICENSOR'S LIABILITY

7.1

7.2

7.3

7.4

© MUSAC Ltd 2014

To the fullest extent permitted by law, it is agreed that the Licensor is not liable to
the Licensee for any loss or damage whatsoever or howsoever caused arising
directly or indirectly in connection with this license, the Software, its use or other
application.

Notwithstanding the generality of clause 7.1 above the Licensor excludes liability
for any consequential loss or damage which may arise in respect of the Software,
its use, the System or in respect of any other equipment or property, or for loss of
profit, business, revenue, goodwill or anticipated savings.

The exclusions of liability referred to in clauses 7.1 and 7.2 above apply to liability
in contract or in tort (negligence) and any other principle of legal liability. In the
event that any limitation or provision contained in this agreement is held to be
invalid for any reason and the Licensor becomes liable for loss or damage that
would otherwise have been excluded, it is agreed that such liability is limited to
one quarter of the amount of the License Fee.

To the extent permitted by law, it is agreed that the license to use the Software is
acquired for business purposes by the Licensee so that the guarantees provided in
the Consumer Guarantees Act 1993 do not apply to the Software.
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8 INTELLECTUAL PROPERTY RIGHTS

8.1

8.2

The Licensee acknowledges that any and all of the trade marks, trade names,
copyrights, patents and other intellectual property rights used or embodied in or in
connection with the Software are and remain the sole property of the Licensor. The
Licensee agrees that it will not during or at any time after the expiry or termination
of this agreement in any way question or dispute the ownership by the Licensor of
any such rights.

In the event that new inventions, designs or processes evolve in the performance
of or as a result of this agreement, the Licensee agrees that such rights are the
property of the Licensor unless otherwise agreed in writing by the Licensor. The
Licensee agrees to transfer (and procure that any person within its control
transfers) such rights to the Licensor upon the Licensor's request but at the
Licensor's expense.

9 CONFIDENTIAL INFORMATION

9.1

9.2

9.3

9.4

a) All information, data, drawings, specifications, documentation, Software
listings, source or object codes which the Licensor may have disclosed or given to
or may from time to time disclose or give to the Licensee relating to the Software
or the System or both, are proprietary, secret and confidential to the Licensor.

b) The Licensee agrees with the Licensor that it will use such materials solely in
accordance with the provisions of this Agreement and that it will not at any time
during or after the expiry or termination of this license, disclose those materials
whether directly or indirectly to any third party without the Licensor's prior written
consent.

The Licensee further agrees with the Licensor that it will not itself or through any
holding, subsidiary or associated company, agent or third party, disassemble,
modify, use, enable, vary, enhance, copy, sell, lease, license, sub-license or
otherwise deal with the Software or any part or parts or variations, modifications,
copies, releases, versions or Enhancements of the Software or have any Software
or other program written or developed for itself based on any confidential
information supplied to it by the Licensor.

All information relating to the parties' respective businesses which they may have
disclosed or given to or may from time to time disclose or give to the other must
be kept strictly confidential by the disclosure. Nothing in this clause prevents the
Licensor from exercising any of its rights in respect of the Software which may be
permitted or authorised by this agreement.

All obligations of confidentiality contained in this agreement shall continue and be
enforceable against the Licensee at the end or earlier termination of this
agreement.

10 TERMINATION

10.1

10.2

© MUSAC Ltd 2014

One party may terminate this Agreement should the relevant party breach this
Agreement and such a breach is incapable of being remedied, or, if capable of
being remedied, continues unremedied for 10 business days after written notice of
such breach has been given to the relevant party by the other party.

Upon termination of this agreement all Software including any Enhancement must
be removed from all systems of the Licensee to which the terminated License
applies.
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11 ARBITRATION

111 If any dispute or difference shall arise between the parties or any of them with
respect to this agreement the parties to this dispute shall use their best
endeavours to resolve such dispute or difference in the spirit of co-operation and
goodwill. If the parties are unable to resolve the matter themselves they will
participate in mediation with a mutually acceptable third party appointed if
necessary by the chairperson of the New Zealand Chapter of LEADR. Failing
mediation being successful within 21 days after appointment of the mediator the
parties to the dispute shall submit to the arbitration of a single arbitrator to be
agreed or failing agreement to be appointed by the President for the time being of
the New Zealand Law Society and conducted in accordance with the Arbitration Act
1996.

12 ASSIGNMENT

12.1  The Licensee shall not assign this License.

1.3 Software Warranty

This warranty covers any physical defect in the software distribution media.
MUSAC Ltd agrees to replace defective DVD/CDROMS by return post, without charge.

MUSAC Ltd is not responsible for problems caused by computer hardware or computer operating
systems.

All warranties or merchantability and fitness for a particular purpose are disclaimed and excluded.
MUSAC Ltd shall not in any case be liable for special, incidental, consequential, indirect, or other
similar damages even if MUSAC Ltd has been advised of the possibility of such damages.

MUSAC Ltd is not responsible for any costs incurred as a result of lost profits or revenue, loss of
use of the software, loss of data, cost of recreating lost data, the cost of any substitute program,
claims by any other party other than the Licensee, or for other similar costs. MUSAC Ltd’s
aggregate liability arising from or relating to this Agreement or the software or the documentation
is limited to the license price paid by the Licensee.

The agents, distributors, and dealers of MUSAC Ltd software may not modify the Limited Warranty
nor make additional warranties binding on MUSAC Ltd.
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